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Abstract— By decentralized diagnosis we mean diagnosis using
multiple diagnosers, each possessing it’s own set of sensors,
without involving any communication among diagnosers or to any
coordinators. We formalize the notion of decentralized diagnosis
by introducing the notion of codiagnosability that requires that
a failure be detected by one of the diagnosers within a bounded
delay. We give algorithms of complexity polynomial in the size
of the system and the non-fault specification for (i) testing
codiagnosability, (ii) computing the bound in delay of diagnosis,
(iii) off-line synthesis of individual diagnosers, and (iv) online diagnosis using them. The notion of codiagnosability and
the above algorithms are initially presented in a setting of a
specification language (violation of which represents a fault), and
are later specialized to the case where faults are modeled as the
occurrences of certain events. We also introduce the notion of
strong-codiagnosability to capture the ability of being certain
about both the failure as well as the non-failure conditions in a
system within bounded delay.
Index Terms— Discrete event systems, Failure diagnosis, Decentralized diagnosis, Diagnosability, Codiagnosability.

I. I NTRODUCTION
In this paper, we study the decentralized failure diagnosis
of discrete event systems (DESs)—systems with discrete states
that change when certain events occur. A failure is a deviation
from an expected or desired behavior. Due to its importance
in large complex systems, the problem of failure diagnosis
has received considerable attention in the literature. Various
approaches have been proposed including fault-trees, expert
systems, neural networks, fuzzy logic, Bayesian networks,
and analytical redundancy [20]. These are broadly categorized
into non-model based (where observed behavior is matched to
known failures), and model based (where observed behavior
is compared against model predictions for any abnormality).
For discrete event systems a certain model based approach for
failure diagnosis is proposed in [26], and extended in [25],
[11], [12], [10], [6], [35]. The application of DES failure
diagnosis includes heating, ventilation, and air conditioning
systems [27], transportation systems [16], [7], communication
networks [3], [1], [17], manufacturing systems [5], [19], digital
circuits [15], [31], and power systems [8].
Failure diagnosis in DESs requires that once a failure
occurred, it be detected and diagnosed within bounded “delay”
(bounded number of transitions). This is captured by the
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notion of failure diagnosability introduced in [26]. Polynomial
tests for diagnosability are given in [9], [34]. In [25], the
notion of active failure diagnosis was introduced where control
is exercised to meet given specifications while satisfying
diagnosability. In [5], [19], a template based approach was
developed for failure diagnosis in timed discrete event system.
[24] also studied failure diagnosis in timed DESs.
The above approaches can be thought to be “event-based”
as failure is modeled as execution of certain “faulty events”.
An equivalent “state-based” approach was considered in [15],
[35], where the occurrence of a failure is modeled as reaching
of certain “faulty states”. A theory for failure diagnosis of
repeatedly-occurring/intermittent failures was introduced in
[12]. The notion of diagnosability was extended to [1, ∞]diagnosability to allow diagnosis of a failure each time it
occurred. Polynomial complexity algorithms for testing [1, ∞]diagnosability as well as for off-line diagnoser synthesis were
presented in [12]. Algorithms of complexity that are an order
lower have been reported in [33]. To facilitate generalization
of failure To facilitate generalization of failure specifications,
linear-time temporal logic (LTL) based specification and diagnosis of it’s failure was proposed in [11]. LTL can be used
to specify violations of safety as well as liveness properties,
allowing diagnosis of failures that have already occurred
(safety violations) as well as prognosis of failures that are
inevitable in future (liveness failures). [10] extended the use
of LTL based specifications for representing and diagnosing
repeatedly-occurring/intermittent failures.
The above mentioned work dealt with centralized failure
diagnosis, where a central diagnoser is responsible for failure
detection and diagnosis in the system. Many large complex
systems, however, are physically distributed which introduces
variable communication delays and communication errors
when diagnosis information collected at physically distributed
sites are sent to a centralized site for analysis. Consequently,
although all diagnosis information can be gathered centrally,
owing to the delayed/corrupted nature of the data, a centralized
failure diagnosis approach may not always be appropriate
for physically distributed systems, and instead diagnosis may
need to be performed decentrally at sites where diagnosis
information is collected.
[6], [23], [28], [2], [29] studied distributed diagnosis in
which diagnosis is performed by either diagnosers communicating with each other directly or through a coordinator and
thereby pooling together the observations. In [28], communication exists among local diagnosers which is assumed to be
lossless and in order, and a notion of “decentralized diagnosis”
was formulated, which was proved to be undecidable. The
problem we study is what if the diagnosis decision are
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made completely locally without combining the information
gathered.
The problem of decentralized diagnosis was first considered
as one special case of distributed diagnosis in [6]. In that
paper, “lack of fully ambiguous traces” was stated as a
sufficient condition for decentralized diagnosis to be equivalent
to that of centralized one, and an algorithm was presented for
verifying the “lack of fully ambiguous traces”. The algorithm
was based upon structural properties of global (centralized)
and local (decentralized) diagnosers, which has an exponential
complexity in the size of the system owing to the exponential
size of the diagnosers.
We make the notion of decentralized diagnosis involving
no communication among diagnosers precise by introducing
the notion of codiagnosability that requires that the occurrence
of any failure be diagnosed within bounded delay by at least
one local diagnoser using it’s own observations of the system
execution. Thus we don’t attempt to capture a condition under
which decentralized diagnosis is equivalent to centralized
diagnosis, and in fact the property of codiagnosability is
stronger than that of diagnosability (under the aggregated
observations). In other words, it is possible that a system
is centrally diagnosable under the aggregated observations,
but not decentrally diagnosable. However, when a centralized
diagnosis is not possible (due to the physically distributed
nature of the underlying system), the system must satisfy
the stronger property of codiagnosability to allow for the
detection/diagnosis of each failure by some local diagnoser.
Our setting of diagnosis with no communication can also
be shown to be useful for distributed diagnosis involving
communication among diagnosers. For example for distributed
diagnosis under a bounded delay communication (see [30]
for a formulation), we show in a recent work [21] that one
can define a new observation mask for each local observer
that combines the effect of it’s own observation and the
bounded-delay communication received by other diagnosers.
Thus although our formalism does not explicitly allow communication, it is powerful enough to allow capturing the effect
of communication.
A failure may be specified in different ways. In this paper
we represent a failure as violation of a specification represented as a language, and also as the execution of certain
failure events. We study codiagnosability first in specification
language framework and later specialize it to the failure event
framework. The specification language framework can be
viewed as a generalized state/event-based framework (in those
frameworks the model generating the specification language is
a subautomaton of the system model). We present algorithms
of complexity polynomial in the size of the system and
the non-fault specification for (i) testing codiagnosability, (ii)
computing the delay bound of diagnosis, (iii) off-line synthesis
of diagnosers, and (iv) on-line diagnosis using them. As far as
the dependence of the complexity on the number of diagnosers
involved is concerned, it is exponential for the first two
algorithms, and linear for the last two algorithms. Thus our
algorithms are computationally efficient compared to the ones
given in [6] (which were exponential in the size of the system),
and also no algorithm for the computation of the delay bound
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was given in [6]. Further we do not require that the underlying
system be either deadlock free, or unobservable-event-cycle
free, which were assumed in [6].
The diagnosis approach proposed in our paper is different
from the approach in [26]. In our paper, nondeterministic diagnosers are constructed off-line and the diagnosis is performed
on-line using them. The on-line diagnosis system maintains a
single Reach set and updates it upon each observation. The
cardinality of Reach set is linear in the size of system and
non-fault specification, and the update also has the same linear
complexity as it only involves a reachability computation.
Further one diagnoser is constructed for each particular type
of fault, which keeps the complexity also linear in the number
of faults.
The computation of the delay bound is important for the
following reason. After a failure is detected/diagnosed, a
failure recovery procedure ought to be initiated. There may
be requirements on how late such recovery procedures may be
initiated from the time the failure occurred. If delay of diagnosis is longer than the delay by which the recovery procedures
are to be initiated, satisfaction of diagnosability is of little use.
For centralized diagnosis, [26] presented a method to compute
the delay bound. The method is based on the construction of a
diagnoser and has exponential complexity. In [34], the authors
presented a method of polynomial complexity for determining
the delay bound for centralized diagnosis. In this paper, a
notion of delay associated with decentralized diagnosis is
introduced, and a polynomial algorithm for computing it is
provided.
The notion of codiagnosability guarantees that occurrence
of any failure is detected within finite delay by one of the
diagnosers, but there is no guarantee that the non-occurrence
of failure is unambiguously known. To capture the capability
of being certain about the failure as well as non-failure
conditions in a system within bounded delay, we introduce the
notion of strong-codiagnosability. The corresponding notion of
strong-diagnosability can also be defined for the centralized
setting. We illustrate that a diagnosable (resp., codiagnosable)
system need not be strongly-diagnosable (resp., stronglycodiagnosable).
The rest of the paper is organized as follows. Section II
presents preliminary notions. In Section III, we first introduce
a definition of codiagnosability and provide an algorithm for
testing codiagnosability in the specification language framework, and then specialize it to the failure event framework.
This is followed by the computation of delay of codiagnosability in Section IV. In Section V, we present methods for
off-line synthesis of diagnosers and on-line failure diagnosis
using them. In Section VI, an extension is made for the
case of multiple specification languages and multiple types
of failure events. The notion of strong-codiagnosability is
introduced in Section VII, which is followed by the conclusion
in Section VIII.
II. N OTIONS AND P RELIMINARIES
In this section, we give the system model and present
some notions necessary for failure diagnosis of DESs. For
more details on DESs theory, readers are referred to [22], [13].
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Given an event set Σ, Σ∗ denote the set of all finite
length event sequences over Σ, including the zero length event
sequence ε. A member of Σ∗ is a trace and a subset of Σ∗
is a language. Given a language L ⊆ Σ∗ , it is said to be
prefix-closed if L = pr(L), where pr(L) := {s ∈ Σ∗ |∃t ∈
Σ∗ s.t. st ∈ L}. The set of deadlocking traces of L are those
traces from which no further extensions exist in L, i.e., s ∈ L
is a deadlocking trace if {s}Σ∗ ∩ L = {s}.
A DES is modeled as a finite state machine (FSM) G and
is denoted by G = (X, Σ, α, x0 ), where X is the set of states,
Σ is the finite set of events, x0 ∈ X is the initial state, and
α : X × Σ → 2X is the transition function, where Σ :=
Σ ∪ {ε}. G is said to be deterministic if |α(·, ·)| ≤ 1 and
|α(·, )| = 0; otherwise, it is called nondeterministic. A path
in G is a sequence of transitions (x1 , σ1 , x2 , · · · , σn−1 , xn ),
where σi ∈ Σ and xi+1 ∈ α(xi , σi ) for all i ∈ {1, · · · , n−1}.
The path is called a cycle if x1 = xn .
Given a state x ∈ X, the ε-closure of x, denoted by
ε∗G (x) ⊆ X, is recursively defined as:
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language framework and later specialize it to the failure event
framework. In the definition below L represents the generated
language of a system and is prefix-closed, and K ⊆ L
represents a specification language. Since K can capture safety
as well as progress properties, it need not be prefix-closed.
A failure is said to have occurred if the system executes a
trace in L − pr(K) violating the specification. Thus although
the “system specification” is K, the “specification for nonfailures” is pr(K)—a prefix-closed language.
Definition 1: Let L be the prefix-closed language generated
by a system and K be the specification language contained in
L (K ⊆ L). Assume there are m local sites with observation
masks Mi : Σ → ∆i (i ∈ IM = {1, · · · , m}). (L, K) is said
to be codiagnosable with respect to {Mi } if
(∃n ∈ N )(∀s ∈ L − pr(K))
(∀st ∈ L − pr(K), |t| ≥ n or st deadlocks) ⇒

When the system execution is observed by a global observer,
events executed by the system are filtered through a global
observation mask M : Σ → ∆ with M (ε) = ε, where ∆ :=
∆∪{ε} and ∆ is the set of observed symbols. The definition of
M can be extended from events to event sequences inductively
as follows:

(∃i ∈ IM )(∀u ∈ Mi−1 Mi (st) ∩ L, u ∈ L − pr(K)).
The above definition of codiagnosability has the following
meaning. Let s be a trace in the “faulty language” L − pr(K),
and t be either a sufficiently long extension in L − pr(K)
after s (with at least n transitions), or st be a deadlocking
trace. There exists at least one local site i such that any trace
in L indistinguishable to st for site i belongs to the faulty
language L − pr(K). A local site is ambiguous if it’s past
observations indicate the possible occurrence of a failure but
not with complete certainty; otherwise, it is unambiguous.
Informally, Definition 1 means that for any faulty trace, there
exists at least one local site that can unambiguously detect the
occurrence of the failure within finite transitions. It follows
from this definition that (L, K) is codiagnosable if and only
if (L, pr(K)) is codiagnosable.
To facilitate the development of an algorithm for testing
codiagnosability, we first present a lemma for the condition
of non codiagnosability, which is derived by negating the
codiagnosability condition of Definition 1. (The basic idea of
our algorithm is to check if there exists a situation that violates
the definition of codiagnosability.)
Lemma 1: Let L be the prefix-closed language generated
by a system and K be the specification language contained in
L (K ⊆ L). Assume there are m local sites with observation
masks Mi : Σ → ∆i (i ∈ IM = {1, · · · , m}). (L, K) is not
codiagnosable with respect to {Mi } if and only if

M (ε) = ε; ∀s ∈ Σ∗ , σ ∈ Σ, M (sσ) = M (s)M (σ).

(∀n ∈ N )(∃s ∈ L − pr(K))

Given an automaton G and mask M , M (G) is the automaton G with each transition (x, σ, x0 ) of G replaced by
(x, M (σ), x0 ). The local observation masks associated with
local observers are defined as Mi : Σ → ∆i (i ∈ IM =
{1, · · · , m}), where m is the number of local observers,
∆i := ∆i ∪ {ε} and ∆i is the set of locally observed symbols.

(∃st ∈ L − pr(K), |t| ≥ n or st deadlocks) s.t.

x ∈ ε∗G (x); x0 ∈ ε∗G (x) ⇒ α(x0 , ε) ⊆ ε∗G (x).
In other words, ε∗G (x) includes all state that can be reached
from state x by zero or more ε transitions. α can be extended
from domain X × Σ to domain X × Σ∗ recursively as follows:
∀x ∈ X, s ∈ Σ∗ , σ ∈ Σ,
α(x, ε) = ε∗G (x); α(x, sσ) = ε∗G (α(α(x, s), σ)).
The language generated by G is defined as L(G) := {s ∈
Σ∗ |α(x0 , s) 6= ∅}, i.e., it includes all traces that can be executed from the initial state of G. States reached by executing
deadlocking traces in L(G) are called deadlock states.
Given two automata G = (X, Σ, α, x0 ) and H =
(Y, Σ, β, y0 ), the synchronous composition of G and H is
defined as, G||H = (X ×Y, Σ, γ, (x0 , y0 )) such that ∀(x, y) ∈
X × Y, σ ∈ Σ, γ((x, y), σ) :=

α(x, σ) × β(y, σ),
if σ 6= ε;
(α(x, ε) × {y}) ∪ ({x} × β(y, ε)), otherwise.

III. C ODIAGNOSABILITY: D EFINITION AND V ERIFICATION
In this section, we present a definition of codiagnosability and an algorithm to verify the codiagnosability of a
system. We study codiagnosability first in the specification

(∀i ∈ IM )(∃ui ∈ Mi−1 Mi (st) ∩ L, ui ∈ pr(K)).
Lemma 1 states that (L, K) is not codiagnosable if and
only if there exist a faulty trace s ∈ L − pr(K) possessing
an arbitrarily long extended (or deadlocking) trace st, and for
each local site a st-indistinguishable non-faulty trace ui ∈
pr(K).
Remark 1: Note that if there exist deadlocks in the system,
we can add a self-loop at each deadlocking state on . In
this way, the deadlocking system is converted into a deadlock
free system in such a way that the observation generated by
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any deadlocking trace t does not change: Mi (t) = Mi (t∗ ).
With this observation in mind, in the following discussion the
system to be diagnosed is assumed to be deadlock free.
The following algorithm checks whether codiagnosability
is violated. Without loss of generality, assume there are two
local sites (i.e., IM = {1, 2}), and as mentioned in Remark 1
the system is deadlock-free. The idea behind the algorithm
is to construct a testing automaton that tracks a faulty trace,
and for each local site a corresponding indistinguishable nonfaulty trace. Presence of a cycle involving such a tuple of
traces in the testing automaton is equivalent to the violation
of codiagnosability. For simplicity of presentation, we assume
the generators G and H of L and pr(K), respectively, are both
deterministic. However, the algorithm of the paper continues
to hold even when G is nondeterministic and either H is a
subautomaton of G or H is deterministic.
Algorithm 1: Let G = (X, Σ, α, x0 ) be a deterministic
finite state machine (DFSM) system model and L = L(G)
be it’s generated language. For the specification language
K ⊆ L, let H = (Y, Σ, β, y0 ) be the DFSM model with
L(H) = pr(K).
Step 1: Construct augmented specification automaton H
We first augment the state set of H by adding a new state
F , which indicates occurrence of a failure. For each y ∈ Y ,
we add a new transition to the failure state F on each event
σ ∈ Σ if β(y, σ) is undefined. At the failure state F , we
introduce a self-loop transition for any event σ ∈ Σ. The
resulting automaton is denoted by H = {Y , Σ, β, y0 }, where
Y = Y ∪ {F } and β is defined as: ∀y ∈ Y , σ ∈ Σ,

β(y, σ), if [y ∈ Y ] ∧ [β(y, σ) 6= ∅]
β(y, σ) :=
F,
if [y = F ] ∨ [β(y, σ) = ∅]
It follows from the above construction procedure that all events
in Σ are defined at each state in H. Therefore, H generates
the language Σ∗ , i.e., L(H) = Σ∗ . Also, execution of any
trace outside pr(K) reaches the failure state F .
Step 2: Construct codiagnosability testing automaton T
The codiagnosability testing automaton T = (Z, ΣT , γ, z0 )
is defined as follows:
. Z =X ×Y ×Y ×Y.
. z0 = (x0 , y0 , y0 , y0 ).
3
. ΣT = Σ , where Σ = Σ ∪ {ε}.
3
. γ : Z × Σ → Z is defined as:
∀z = (x, y, y 1 , y 2 ) ∈ Z, σ T = (σ, σ 1 , σ 2 ) ∈ ΣT −
{(ε, ε, ε)},
γ(z, σ T ) := (α(x, σ), β(y, σ), β(y 1 , σ 1 ), β(y 2 , σ 2 ))
if and only if
[M1 (σ) = M1 (σ 1 ), M2 (σ) = M2 (σ 2 )] ∧
[α(x, σ), β(y 1 , σ 1 ), β(y 2 , σ 2 ) 6= ∅].
The state space of T is X ×Y ×Y ×Y , and T tracks a triplet
of traces s ∈ L(G) ∩ L(H) = L(G), u1 ∈ L(H), u2 ∈ L(H)
with the property, M1 (s) = M1 (u1 ), M2 (s) = M2 (u2 ). The
first component of T tracks trace s in G, the second component
the trace s in H, the third component the trace u1 in H, and
the last component the trace u2 in H. Purpose of tracking s in
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G and H is to determine whether s is a faulty trace belonging
to L ∩ (pr(K))c = L − pr(K).
Step 3: Check violation of codiagnosability
We first define a cycle clT in the testing automaton T as
follows:
clT := (zk , σkT , zk+1 , · · · , zl , σlT , zk ), (l ≥ k ≥ 0)
where zi = (xi , y i , yi1 , yi2 ) ∈ Z and σiT = (σi , σi1 , σi2 ) ∈
ΣT (i = k, k + 1, · · · , l).
Then, we check if there exists a cycle cl T in T satisfying
∃i ∈ [k, l] such that (y i = F ) ∧ (σi 6= ε).
If the answer is yes, then (L, K) is not codiagnosable with
respect to the observation masks {Mi }. Otherwise, (L, K) is
codiagnosable. The condition (y i = F ) indicates that a failure
has occurred. Since σi is a transition in the system G, the
condition (σi 6= ε) requires that the system execute at least one
event in the cycle clT . This requirement originates from the
fact G must execute an extension after a failure has occurred
in order to allow for it’s diagnosis.
Remark 2: If there are no unobservable-event cycles in the
system, then the second condition (σi 6= ε) is redundant since
in absence of unobservable cycles, this condition automatically
holds. But the test needs to be strengthened with this condition
in the presence of unobservable-event cycles.
The following example illustrates the construction used in
the algorithm for testing codiagnosability.
Example 1: A system model G and a specification model
H are given in Figure 1 with L(G) = L and L(H) = pr(K).
Assume there are two local diagnosers, i.e., IM = {1, 2}.
The set of events is Σ = {a, b, c, σu , σf }, where σu and
σf are two unobservable events, i.e., ∀i ∈ IM , Mi (σu ) =
Mi (σf ) = ε. The event a can be observed by both diagnosers
(M1 (a) = M2 (a) = a), the event b can be observed by only
the first diagnoser, whereas the event c can be observed by
only the second diagnoser (M1 (b) = b, M1 (c) = ε, M2 (b) =
ε, M2 (c) = c).
The augmented specification automaton H is constructed
according to Algorithm 1 and is shown in Figure 1. Only
a part of the testing automaton T is shown in Figure 1 to
track a specific transition sequence. The transition sequence
“aaa, σf εb” causes T to reach the state “5F12”. This implies
the trace s = aσf ∈ L − pr(K) is a failure trace. In Figure 1,
T eventually reaches the state “4F44” possessing a self-loop,
that violates the codiagnosability condition mentioned in Step
3 of Algorithm 1. Therefore, (L, K) is not codiagnosable with
respect to the observation masks {Mi }.
The following theorem proves the correctness of Algorithm 1.
Theorem 1: Given a prefix-closed system language L and
a specification language K ⊆ L, let G = (X, Σ, α, x0 )
and H = (Y, Σ, β, y0 ) be automata with L(G) = L and
L(H) = pr(K). Assume there are m local sites with observation masks Mi (i ∈ IM ). (L, K) is not codiagnosable
with respect to {Mi } if and only if there exists a cycle
clT = (zk , σkT , zk+1 , · · · , zl , σlT , zk ) in the testing automaton
T = (Z, ΣT , γ, z0 ) such that:
∃i ∈ [k, l] s.t. (y i = F ) ∧ (σi 6= ε),

(1)
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Fig. 1. Algorithm 1 illustrated (G: plant model; H: specification model; H:
augmented automaton H; T : testing automaton)

where y i is the second coordinate of state zi , and σi is the
first coordinate of σiT ∈ ΣT .
Proof: (⇐) Suppose there exists a cycle cl T
=
(zk , σkT , zk+1 , · · · , zl , σlT , zk ) satisfying condition (1). Let
path be a path in T ending with the cycle cl T :
T
path = (z0 , σ0T , · · · , zk−1 , σk−1
, zk , σkT , · · · , zl , σlT , zk ).

Therefore, for any n ∈ N there exist the following event
traces:
st = σ0 · · · (σk · · · σl )n ∈ L(G) = L,
u1 =

σ01

· · · (σk1

· · · σl1 )n

∈ L(H) = pr(K),

u2 =

σ02

· · · (σk2

· · · σl2 )n

∈ L(H) = pr(K),

where M1 (st) = M1 (u1 ) and M2 (st) = M2 (u2 ).
Since there exists i ∈ (k, · · · , l) such that y i = F , from
the definition of H, there exists a transition β(yp , σp ) (0 ≤
p < i) which is not defined in H. Therefore, st ∈
/ L(H) =
pr(K). Further once H reaches the failure state F , it remains
there, and so y i = F for each i ∈ [k, l]. We can choose s =
σ0 · · · σk−1 and t = (σk · · · σl )n . Then since G is deadlock
free and σi 6= ε, it follows that |t| ≥ n. From Lemma 1,
(L, K) is not codiagnosable with respect to {Mi }.
(⇒) Suppose (L, K) is not codiagnosable with respect to
{Mi }. Then from Lemma 1, there exists a faulty trace s ∈
L − pr(K) and it’s extended trace st ∈ L − pr(K) such that
the following holds: ∃u1 , u2 ,
u1 ∈ M1−1 M1 (st) ∩ pr(K), u2 ∈ M2−1 M2 (st) ∩ pr(K).
Since s ∈ L − pr(K), according to the definition of H,
β(y0 , s) = F and H remains at the failure state F on any
further transition. Let us execute the trace tr in T :
tr = σ0T · · · σlT , where σiT = (σi , σi1 , σi2 ) (i ∈ 0, · · · , l)
such that st = σ0 · · · σl , u1 = σ01 · · · σl1 , and u2 = σ02 · · · σl2 .
Let |Z| be the number of states in the testing automaton T . If
|st| > |Z|, then since T is a finite state machine (FSM), there
will be a cycle clT = (zk , σkT , zk+1 , · · · , zl , σlT , zk ) along the
trace tr, where l ≥ k ≥ 0, such that for some i ∈ [k, l],
y i = F and σi 6= ε. Therefore, the sufficiency holds.

The computation complexity of Algorithm 1 is analyzed as
follows.
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Remark 3: Let |X| and |Y | be the number of states of
G and H, and |Σ| be the number of events of G and H.
Assume there are m local sites in the system. Table I lists the
maximum number of states and transitions of various automata
in Algorithm 1. Since H and H have same order of states and
transitions, i.e., O(|Y |) and O(|Y | × |Σ|) respectively, we do
not differentiate the number of states and transitions of H and
H for complexity analysis. Since there are m + 1 coordinates
in a transition of T , the number of transitions at each state of
T is at most (|Σ| + 1)m+1 .
The complexity of Step 1 and Step 2 is linear in the
number of states and transitions of H and T respectively. The
complexity of Step 3, which is to detect the presence of a
certain “offending” cycle in the testing automaton T , is also
linear in the number of states and transitions of T . Therefore,
the complexity of Algorithm 1 is O(|X| × |Y |m+1 × |Σ|m+1 ).
TABLE I
C OMPUTATIONAL COMPLEXITY OF A LGORITHM 1

G
H
T
complexity

number of states
number of transitions
|X|
|X| × |Σ|
|Y |
|Y | × |Σ|
|X| × |Y |m+1
|X| × |Y |m+1 × (|Σ| + 1)m+1
O(|X| × |Y |m+1 × |Σ|m+1 )

Remark 4: For the special case when the specification
model H = (Y, Σ, β, y0 ) is a subautomaton of the system
model G = (X, Σ, α, x0 ), the operation of testing codiagnosability can be performed with less complexity. Since H is a
subautomaton of G, we have Y ⊆ X, L(H) ⊆ L(G) and
for all s ∈ L(H), β(y0 , s) = α(x0 , s). Then for each trace
in the testing automaton T , if the system model G reaches
a state x ∈ X, then the augmented automaton H can only
reach either the same state y = x or the failure state y = F .
Then the first two components of T , namely G||H, has state
size at most 2|X| and transition size at most 2|X| × |Σ|. Thus
number of states and transitions in T is at most 2|X|m+1 and
2|X|m+1 ×|Σ|m+1 , respectively. The complexity of Algorithm
1 for the special case is O(|X|m+1 × |Σ|m+1 ), which is one
order less than the general case.
Remark 5: For the centralized case, diagnosability can be
defined similarly in the specification language setting by
letting m = 1 in Definition 1. It follows that diagnosability
requires a weaker condition than codiagnosability, i.e., some
diagnosable systems may not be codiagnosable. For example,
in Example 1, if we set the central observation mask as
the ”union” of the local observation masks, i.e., M (a) =
a, M (b) = b, M (c) = c, and M (σu ) = M (σf ) = ε, then we
can verify that (L, K) is diagnosable with respect to M . See
the automaton T for testing diagnosability shown in Figure 2,
which does not contain any offending cycle.
A. Failure As Occurrence of Failure Events
In this subsection, we study codiagnosability in the failure
event framework. Let Σf ⊆ Σ be the set of all failure events,
F = {f1 , · · · , fj } be the set of all failure types, and ψ :
Σ → F ∪ {∅} be the failure assignment function. Then the

IEEE TRANSACTIONS ON SYSTEMS, MAN AND CYBERNETICS — PART A: SYSTEMS AND HUMANS, VOL. , NO. , 2005







aa
σ fε



σ fε







bb

cc



σ uσ u

bb
σ uε

εσ

σ uσ u
u

σ uε



σ uε



εσ u

εσ u

σ uε

cc




aa

εσ u

Fig. 2.

Testing of diagnosability under a global/central observer

set Σf is partitioned into several disjoint sets corresponding
to different failure types: Σf = Σf1 ∪ · · · ∪ Σfl , where for all
σ ∈ Σfj (j ∈ IF = {1, · · · , l}), ψ(σ) = fj . Since occurrence
of any observable failure event can be immediately diagnosed,
we only consider unobservable failure events, i.e.,
∀σ ∈ Σ, ψ(σ) 6= ∅ ⇒ ∀i ∈ IM , Mi (σ) = ε.
We first discuss a system with a single failure type f , i.e.,
F = {f }. A system with multiple types of failure events
is discussed in Section VI. The following definition defines
codiagnosability in the failure event setting.
Definition 2: Given a system model G = (X, Σ, α, x0 )
with a singleton failure types set F = {f }, let L = L(G)
be the generated language of G and ψ : Σ → F ∪ {∅} be a
failure assignment function. Assume there are m local sites
with observation masks Mi (i ∈ IM ). (L, F) is said to be
codiagnosable with respect to {Mi } if
(∃n ∈ N )(∀s ∈ L, ψ(sf ) = f )
(∀st ∈ L, |t| ≥ n or st deadlocks) ⇒
(∃i ∈ IM )(∀u ∈ Mi−1 Mi (st) ∩ L)(∃v ∈ pr(u), ψ(vf ) = f ),
where sf and vf denote the last events in traces s and v
respectively. The system G is said to be codiagnosable if
(L(G), F) is codiagnosable.
The verification of codiagnosability of (L, F) is performed
as follows. Given a failure assignment function ψ : Σ → F ∪
{∅}, we define a failure event set as Σf = {σ ∈ Σ|ψ(σ) =
f }. Next, we construct a single state automaton H0 with a
self-loop labeled by all non-faulty events Σ − Σf . Generated
language of H0 is (Σ − Σf )∗ , i.e., all traces containing no
failure events. We define an equivalent specification model H
as the synchronous composition of G and H0 . H := G||H0 ,
which generates all traces of G that contain no failure events.
Clearly, (L, F) is codiagnosable if and only if (L, L(H)) is
codiagnosable. As in Algorithm 1, we build a testing automata
T and check the presence of “offending” cycles.
Since H0 has a single state, H = G||H0 is a subautomaton
of G. So for a deterministic model G, the complexity of testing
codiagnosability of (L, F) is same as the subautomaton case
analyzed in Remark 3, i.e., the complexity is O(|X|m+1 ×
|Σ|m+1 ), where m is the number of local diagnosers. If G is
nondeterministic, one transition may lead to different states.
The number of transitions of G and T is at most |X|2 × |Σ|
and 4|X|2(m+1) × |Σ|m+1 respectively. Therefore, the complexity of testing codiagnosability for a nondeterministic G is
O(|X|2(m+1) × |Σ|m+1 ). It should be noted that even when
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G is nondeterministic, H = G||H0 is a subautomaton of G
and H = G||H0 .
The following example illustrates the testing approach for
the failure event case.
Example 2: Consider the system model G introduced in
Example 1. The system only has one failure event σf , which
belongs to the failure type f , i.e., Σf = {σf } and ψ(σf ) = f .
Also, there are two diagnosers in the system with observation
masks defined as before: M1 (a) = a, M1 (b) = b, M1 (c) =
M1 (σu ) = M1 (σf ) = ε, and M2 (a) = a, M2 (c) =
c, M2 (b) = M2 (σu ) = M2 (σf ) = ε.
The single state automaton H0 is shown in Figure 3. Then
we construct the equivalent specification model H = G||H0
and build the augmented automaton H by adding a failure state
F . Figure 3 shows a branch of transitions in T , where a “bad”
state “4F44” possessing a self-loop is reached. Therefore,
(L, F) is not codiagnosable with respect to {Mi }.
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Fig. 3. Automata in Example 2 (G: plant model; H0 : single state automaton;
H: specification model; H: augmented automaton H; T : testing automaton)

IV. D ELAY OF C ODIAGNOSABILITY
In the above section, we discussed codiagnosability
and it’s verification methods. Codiagnosability guarantees that
once a failure occurs, there exists at least one local diagnoser
that can unambiguously detect and diagnose the failure within
bounded delay. In this section we compute the value of
delay and also compute the maximum delay possible. This
information is very important because one purpose of failure
diagnosis is to detect and isolate failures so as to activate
some failure recovery procedures. Even for a codiagnosable
system, if the diagnosis result of a failure arrives late, some
recovery deadlines may be missed and the failure may cause
catastrophic results. Since the case of failure events can be
transformed to the case of specification language, we only
consider the case of specification language.
The computation of delay of codiagnosability is based
3
on the testing automaton T = (Z, Σ , γ, z0 ) constructed in
Algorithm 1. Once a failure occurs in the system model G,
the second coordinate of T reaches the failure state “F ” and
stays there forever. Define a set of states containing all the
“failure” states as:
ZF = {(x, y, y 1 , y 2 ) ∈ Z|y = F }.
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From analysis in Section III, we know that if a system
(L, K) is codiagnosable, there does not exist any cycle among
states in ZF . Since T is a finite automaton, some deadlocking
states will be reached eventually in ZF . Then we can define
the delay of codiagnosability as follows.
Definition 3: The delay of codiagnosability for z ∈ ZF is
defined by
d(z) =

3

(EC(s)) + 1,

max

7

++++
5
+ 5 - 4 , 5 . 3 /
---6
4
0 3 2
,,, - ---,
G
,,,,
5
....
4
+ 5 - , 5 . 3 /
//./
////
H
σf

aaa

εεb

bbε

σ f εε

bbb

01--

bbε

εεb

01 -,

../.

εcε

ccc

εcε

εεb

ZF

aaa

cεc

σ f εb

T

cεc

aaa

{(s,u1 ,u2 )∈(Σ )∗ : γ(z,(s,u1 ,u2 ))=∅}

where for s ∈ Σ∗ , EC(s) is the event count of s, i.e., the
number of elements in s that are not ε.
d(z) is the number of non-silent transitions in the system
that must be executed to lead failure state z to a deadlocking
state. Since it is not possible to sustain the ambiguity of failure
beyond deadlocking states (as no further execution possible),
an extra transition will resolve ambiguity of failure, and so
an extra one is added to EC(s) above. Based on Definition
3, we can define the delay of codiagnosability of a system as
follows.
Definition 4: Let L be the system language and K (K ⊆ L)
be the specification language. The delay of codiagnosability
of (L, K) with respect to {Mi } is defined as:
d(L, K) = max d(z).
z∈ZF

The above definition states that the delay of codiagnosability of (L, K) is the maximum value of all delays of
codiagnosability for any state in ZF . To compute the delay of
codiagnosability of (L, K), we present the following algorithm
that computes the length of the longest path over ZF and adds
an extra one to it.
Algorithm 2: Given a system language L and a specification language K (K ⊆ L), let G be the system model
with L(G) = L and H be the specification model with
L(H) = pr(K).
3

1) Construct a testing automaton T = (Z, Σ , γ, z0 ) as in
Algorithm 1.
2) Initialize the delay of codiagnosability for all states z ∈
ZF : d0 (z) = 1, and a counter k = 0.
3) Execute one-step forward search and update the delay
of codiagnosability for each state z ∈ ZF as follows:
dk+1 (z) :=

 max[dk (z), dk (z 0 ) + 1], if ∃(σ, σ 1 , σ 2 ) ∈ Σ × (Σ)2
s.t. [z 0 ∈ γ(z, (σ, σ 1 , σ 2 ))]
 k
d (z),
otherwise.

4) Repeat Step 3 until ∀z ∈ ZF , dk+1 (z) = dk (z), each
time incrementing k by 1.
5) Compute the maximum delay of codiagnosability:

Fig. 4. Delay of codiagnosability (G: system model; H: specification model;
T : Testing automaton)

From the testing automaton T of Figure 4, it is easy to
verify that the system (L, K) is codiagnosable with respect
to the observation masks {Mi }. The set of failure states ZF
includes two states, (5F11) and (5F12). We first assign an
initial value “1” to these two states. Then we perform the onestep forward search recursively until the termination condition
is satisfied. Though (5F12) is a successor state of (5F11), the
first component of the transition between them is ε. Therefore,
state (5F11) remains labeled by “1” and the maximum delay of
codiagnosability equals 1. This means that if a failure occurs
in the system, the failure will be detected after the system
executes at most one more transition.
Remark 6: The complexity of Step 3 of Algorithm 2 is
linear in the number of states of ZF and transitions among
them, which in worst case is of order the number of states
and transitions in T . Since there are no cycles among states
in ZF for a codiagnosable system, Step 3 may be repeated at
most |ZF | times. Therefore, the complexity of Algorithm 2 is
O(|X|2 × |Y |2m+2 × |Σ|m+1 ).
Remark 7: Failure diagnosis can be viewed as a type of
convergence or stability [4], [18], [14], [32] problem. Informally, the convergence or stability specifies the eventual
behavior of a system, i.e., a system is said to be convergent
or stable if the system state can eventually converge to a legal
set of states regardless of the current state of the system.
Codiagnosability of a system requires that once a failure
occurs, the testing system state (extended appropriately to
3
evolve over X × Y as opposed to X × Y × Y 2 ) eventually
converges to a “diagnosis region” where the failure can be
unambiguously diagnosed by at least one local diagnoser. This
3
diagnosis region can be defined over X × Y as:
ZD = {(x, y, y 1 , y 2 )|y = y 1 = F or y = y 2 = F }.
Then, the maximum delay of codiagnosability equals one plus
the event count associated with the first component of the
longest path from ZF to ZD , where ZF is the set of failure
states, and ZD is the set of diagnosis states.

d(L, K) = max dk (z).
z∈ZF

The following example illustrates this algorithm.
Example 3: Figure 4 shows a system model G and a
specification model H. The system has two local diagnosers
with observation masks defined as: M1 (a) = a, M1 (b) =
b, M1 (c) = M1 (σf ) = ε, M1 (d) = d, and M2 (a) =
a, M2 (c) = c, M2 (b) = M2 (d) = M2 (σf ) = ε.

V. D IAGNOSER S YNTHESIS AND O N -L INE D IAGNOSIS
In the previous sections, we discussed verification of
codiagnosability and computation of maximum delay of codiagnosability. In this section, we discuss how to construct
local diagnosers that can diagnose the system failures. Since
the setting of failure events can be transformed to the setting
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of a specification language by constructing the equivalent
specification model H as introduced in Section III-A, we only
discuss diagnoser synthesis and on-line diagnosis in the setting
of specification language.
The local diagnoser at site i is the state machine G||H
masked by observation mask Mi , which is defined as
Di = Mi (G||H) = (X × Y , ∆i , δi , (x0 , y0 )).
Note that Di is in general nondeterministic. We use Di to
perform on-line failure diagnosis as follows. At each local site
i, we maintain a set of possible current states of Di reached by
the observation sequence executed so far, denoted Reachi (·).
Reachi (·) is computed recursively upon each observation as
follows.
Reachi (ε) = ε∗Di ((x0 , y0 ));
Reachi (τ η) = ε∗Di (δi (Reachi (τ ), η)), τ ∈ ∆∗i , η ∈ ∆i .
After each update of Reachi (·), we check all states in
Reachi (·). If all states have second coordinate as “F ”, then a
failure is detected at site i, i.e.,
Failure detected by Di ⇔ Reachi (·) ⊆ X × {F }.
If some but not all the states in Reachi (·) have 2nd coordinate
as F , then Di is said to be ambiguous. For a codiagnosable
system, there exists at least one local diagnoser which can
detect/diagnose a failure within a bounded delay.
Remark 8: The complexity for local diagnoser construction
and on-line failures detection is analyzed as follows. The
number of states and transitions of G||H is of order |X| × |Y |
and |X| × |Y | × |Σ| respectively. The complexity of off-line
construction of Di is linear in the number of transitions of
G||H, i.e., for m local diagnosers, the complexity is O(m ×
|X| × |Y | × |Σ|). During on-line failure diagnosis, update of
Reachi (·) is required following each new observation at site
i. The complexity of such an update operation is linear in
the number of states and transitions of Di since it involves a
certain reachability computation. Therefore, for a system with
m local diagnosers, the complexity of performing each step
of on-line failure diagnosis is O(m × |X| × |Y | × |Σ|), the
same as the complexity of constructing local diagnosers.
If the specification model H is a subautomaton of the
system model G, then as analyzed before the number of states
and transitions in G||H is of order 2|X| and 2|X|×|Σ| respectively. So the complexity of off-line diagnoser construction and
of each step of on-line failure diagnosis is O(m × |X| × |Σ|).
Example 4: Consider the codiagnosable system introduced
in Example 3. Figure 5 shows the two local diagnosers Di =
Mi (G||H) (i ∈ {1, 2}), where G is the system model and H
is the specification model.
Assume that the system G executes the event trace s =
aσf cban (n ∈ N ). Due to the presence of partial observation,
the traces observed in local diagnosers are M1 (s) = aban and
M2 (s) = acan respectively. Figure 5 shows all Reachi (·)
computations during the on-line diagnosis procedure. Notice
that following the observation of the trace ac by diagnoser D2 ,
all states in Reach2 (ac) have second coordinate F . So D2
detects and reports a failure at this point. On the other hand,
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all along the observation trace aban , D1 remains ambiguous
about the occurrence of a fault since in each Reach1 (·) set
containing a state with second coordinate F , exists another
state with second coordinate different from F . Therefore, the
execution of the failure trace s = aσf cban can only be
diagnosed by the second diagnoser D2 . Similarly, it can be
verified that the execution of failure trace s = aσf dacan in
the system can be diagnosed by D1 , but not by D2 .
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Remark 9: Failure diagnosis introduced in [26] and [6]
is based on the construction of centralized/local diagnosers,
which are DFSMs (as opposed to NFSMs in our setting). As
analyzed in [9], having DFSMs for diagnosers results in an
exponential complexity. In contrast, our methods for diagnoser
synthesis and on-line failure diagnosis have linear complexity.
VI. M ULTIPLE S PECIFICATIONS /FAILURES -T YPES
For the sake of simplicity, in the discussion so far
we considered systems with only one specification language
or only one single failure type. In this section, we extend
the above results to multiple sub-specification languages and
multiple failure types.
A. Multiple sub-specification languages
In some applications, it is more convenient to capture
the desired behavior of a system by a set of sub-specification
languages than by one single specification language. The
system behavior is said to be faulty if it violates one of the subspecification languages. In addition to detecting a failure, i.e.,
detecting the violation of the overall specification, we further
need to detect which sub-specification has been violated. Such
diagnosis result is helpful to isolate/locate failures and perform
appropriate failure recovery operations.
Let L be a language generated by a system. Assume there
are l sub-specification languages Kj (j ∈ IK = {1, · · · , l}),
where Kj ⊆ L. The nominal behavior K is a conjunct of
allT prefix closures of sub-specification languages, i.e., K =
pr(Kj ). It follows that K is prefix-closed. Then, the
j∈IK

faulty behavior of the system can be captured by the language
[
\
(L − pr(Kj )).
pr(Kj ) =
L−K =L−
j∈IK

j∈IK
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In other words, a system behavior is faulty if it is faulty with
respect to any of the sub-specification language Kj . Therefore,
instead of detecting the system failures with respect to K,
we can detect the system failures with respect to each subspecification language Kj individually.
Definition 5: Let L be the prefix-closed language generated
by a system, and K be the set of all sub-specification languages
Kj , i.e., K = {Kj |j ∈ IK = {1, · · · , l}}. Assume there
are m local sites with observation masks Mi (i ∈ IM =
{1, · · · , m}). (L, K) is said to be codiagnosable with respect
to {Mi } if
∀j ∈ IK , (L, Kj ) is codiagnosable with respect to {Mi }.
T
pr(Kj ). (L, K) is said to be codetectable if
Let K =
j∈IK

(L, K) is codiagnosable.
The above definition requires that a system with a set of
sub-specification languages (L, K) is codiagnosable if the system with each individual sub-specification language (L, Kj )
is codiagnosable. Since codiagnosability of (L, K) allows
detection of a failure unambiguously but it may not allow
isolation of the failure, we refer to it as codetectability
of
T
pr(Kj ),
(L, K). For the desired system behavior K =
j∈IK

we have the following property about the relationship between
the codiagnosability of (L, K) and (L, K). The proof can be
easily derived from Definitions 1 and 5, and Lemma 1.
Property 1: (L, K) codiagnosable
⇒
(L, K) codiagnosable ⇔ (L, K) codetectable.
Given a system language L with a set of multiple subspecification languages K = {Kj |j ∈ IK }, Algorithm 1 can
be used to check the codiagnosability of (L, K). To test the
codiagnosability of (L, K), we apply Algorithm 1 to each subspecification language Kj (j ∈ IK ) individually. Similarly,
diagnoser synthesis and failure diagnosis can be performed for
each sub-specification language individually. When the system
is in operation, if a local diagnoser i (i ∈ IM ) unambiguously
detects a failure that violates a sub-specification language Kj
(j ∈ IK ), then the diagnoser i reports that failure, i.e., the
violated sub-specification language Kj .
For the case of multiple sub-specification languages, the
complexities of codiagnosability testing, diagnoser synthesis
and on-line failure diagnosis are linear in the number of subspecification languages. That is, for l sub-specification languages, these complexities are O(l ×|X|×|Y |m+1 ×|Σ|m+1 ),
O(l × m × |X| × |Y | × |Σ|) and O(l × m × |X| × |Y | × |Σ|)
respectively. Here |X| is the number of states in the system
model and |Y | = maxj∈IK |Yj |, where |Yj | is the number of
states in the sub-specification model for Kj . For the special
case where all automata models of sub-specification languages
are subautomata of the system model, these complexity are
O(l × |X|m+1 × |Σ|m+1 ), O(l × m × |X| × |Σ|) and O(l ×
m × |X| × |Σ|) respectively.
To compute the delay of codiagnosability in a system with
multiple sub-specification languages, we can apply Algorithm
2 for each sub-specification language. After computing each
delay bound d(L, Kj ) (j ∈ IK ), the maximum value over
all sub-specifications is taken as the maximum delay of
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codiagnosability, i.e.,
d(L, K) = max d(L, Kj ).
j∈IK

B. Multiple failure types
When a system has events of multiple failure types, the
definition of codiagnosability is given as follows.
Definition 6: Given a system model G = (X, Σ, α, x0 )
with a set of failure types F = {f1 , · · · , fl }, let L = L(G) be
the generated language of G and ψ : Σ → F ∪{∅} be a failure
assignment function. Assume there are m local diagnosers
with observation masks Mi (i ∈ IM = {1, · · · , m}). (L, F)
is said to be codiagnosable with respect to {Mi } if for all
j ∈ IF , (L, {fj }) is codiagnosable with respect to {Mi }.
To test the codiagnosability of (L, F) as well as for the
synthesis of the local diagnosers, we can apply the method
developed for each single failure type individually. When
we check the codiagnosability of (L, {fj }), failure events
of other failure types are treated as normal unobservable
events. To construct local diagnosers for each failure of type
j, we first define an equivalent sub-specification model Hj for
each failure type fj (j ∈ IF ), and then apply the approach
introduced in Section V to (L, Hj ). When a system is in
operation, all such diagnosers are running concurrently. Each
diagnoser is responsible for detecting one type of failure. A fj type failure is reported if there exists a diagnoser at a certain
local site that is responsible for detecting fj -type failures and
reaches an unambiguous set of states.
The complexities of codiagnosability testing, off-line diagnoser synthesis and on-line failure diagnosis are linear in the
number of failure types. That is, for a set F with l failure
types, if the system model G is given as a DFSM, then the
complexities of these operations are O(l × |X|m+1 × |Σ|m+1 ),
O(l × m × |X| × |Σ|) and O(l × m × |X| × |Σ|) respectively. If
G is given as a NFSM, the complexities are O(l×|X|2(m+1) ×
|Σ|m+1 ), O(l × m × |X|2 × |Σ|) and O(l × m × |X|2 × |Σ|)
respectively.
Also, after defining the equivalent sub-specification model
Hj for failure type fj , the delay of codiagnosability in a
system with multiple failure types can be computed as follows.
We first apply Algorithm 2 to compute the delay for each
(L, Hj ). The delay of codiagnosability with respect to multiple
failure types is the maximum value of all these delays, i.e.,
d(L, F) = max d(L, Hj ).
j∈IF

VII. S TRONG -(C O ) DIAGNOSABILITY
The notion of codiagnosability guarantees that occurrence of any failure is detected within finite delay, but there
is no guarantee that non-occurrence of failure is unambiguously known within bounded delay. The following example
illustrates the situation.
Example 5: Consider the system introduced in Example 3,
Table II shows three traces st executed in the system model
G and their local observations M1 (st) and M2 (st). From
the analysis in Example 4, we know that when the system
executes either the failure trace aσf dacan ∈ L(G) − pr(K)
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or aσf cban+1 ∈ L(G)−pr(K) (n ∈ N ), there exists one local
diagnoser that can unambiguously detect that failure. However,
when the system executes the non-faulty trace abacan ∈
pr(K), both local diagnosers cannot unambiguously detect
that no failure has happened. This is because regardless of
what n is, abacan ∈ pr(K) has the same observation as
aσf cban+1 ∈ L(G) − pr(K) at the first local site, and as
aσf dacan ∈ L(G) − pr(K) at the second local site.
P OSSIBLE SYSTEM EXECUTIONS AND THEIR LOCAL OBSERVATIONS
M1 (st)
aban+1
adan+1
aban+1

M . We provide an example to illustrate that a diagnosable
system may not be strongly-diagnosable even in the centralized
case. Let L = {ε, ab∗ , aσf c∗ } and K = {ε, ab∗ }, where
M (a) = a, M (c) = c and M (b) = M (σf ) = ε. It follows
that (L, K) is diagnosable owing to the observability of event
c. However, since M (ab∗ ) = M (aσf ) = a, (L, K) is not
strongly-diagnosable.
VIII. C ONCLUSION

TABLE II

st
abacan
aσf dacan
aσf cban+1
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M2 (st)
aacan
aacan
acan+1

To capture the additional property of being able to be
unambiguous about non-faulty executions, we introduce the
notion of strong-codiagnosability. The purpose of this notion
is that if a system executes an infinitely long non-faulty trace,
then there must exist infinitely many instances when it is
known without ambiguity that no failure has occurred. Strong
codiagnosability captures the ability of being certain about
failure as well as non-failure conditions within bounded delay.
Definition 7: Let L be a system language and K be a
specification language (K ⊆ L). Assume there are m local diagnosers with observation masks Mi (i ∈ IM = {1, · · · , m}).
(L, K) is said to be strongly-codiagnosable with respect to
{Mi } if it is codiagnosable and
(∃n ∈ N )(∀s ∈ pr(K))
(∀st ∈ pr(K), |t| ≥ n or st deadlocks) ⇒
(∃i ∈ IM )(∀u ∈ Mi−1 Mi (st) ∩ L, u ∈ pr(K)).
(2)
Note that if an offending trace s ∈ pr(K) exists, then nonfaulty condition of s is not known for ever for some non-faulty
extension beyond s. I.e., non-faulty condition for this extension
is known at only finitely many instances, namely for some
prefixes of s. In addition to the codiagnosability condition,
the strong-codiagnosability requires that if s is a non-faulty
trace in L and st is a non-faulty trace extended by sufficient
number of transitions (or st deadlocks), then at least at one
local site all st-indistinguishable traces are non-faulty as well.
To verify the strong-codiagnosability of (L, K), we need to
check condition (2) as well as the codiagnosability of (L, K).
Let L(G) = L and L(H) = pr(K). To check condition (2),
we can construct a testing automaton to track traces s ∈ L(H),
u1 ∈ L(G) − L(H) and u2 ∈ L(G) − L(H) in the space
Y × (X × Y ) × (X × Y ) with the properties M1 (s) = M1 (u1 )
and M2 (s) = M2 (u2 ). Then following the similar approach as
in Algorithm 1 condition (2) can be verified by checking the
absence of any “offending” cycles. Also, the computational
complexity of this verification procedure is polynomial in the
number of states and transitions of it’s testing automaton.
Remark 10: The notion of strong-diagnosability for centralized case can be defined as in Definition 7 with the local
observation mask Mi replaced by the central observation mask

In this paper the decentralized diagnosis of discrete
event systems is studied. The notion of decentralized failure
diagnosis is formalized by introducing the definition of codiagnosability. Algorithms of complexity polynomial in the size
of the system and the non-fault specification are provided for
(i) testing codiagnosability, (ii) computing the bound in delay
of diagnosis, (iii) off-line synthesis of individual diagnosers,
and (iv) on-line diagnosis using them. The complexity with
respect to the number of diagnosers is exponential for the the
first two algorithms and linear for the last two algorithms. It
is further shown that an order complexity reduction results
when specification language model is given as a subgraph of
the system model, which is the case for the setting of failure
events/states. A notion of strong-codiagnosability is introduced
to capture the ability of being certain about the failure or
non-failure conditions in a system within bounded delay. The
approach for analyzing strong-codiagnosability is similar to
that for analyzing codiagnosability.
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